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—— Agenda

Introduction to Containers
Introduction to Kubernetes

Most common attack techniques in K8S
K8s build-in defenses

Bonus: Kubernetes local CTF challenge



—— Application compartmentalization

Traditional Architecture VM Architecture Container Architecture
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—— So, what containers really are?

Namespaces
Cgroups

Capabilities

cgroup 1

namespace 1

cgroup 2

namespace 2

cgroup 3

namespace 3




THERE IS NO CONTAINER

1

1S JUST ANOTHER PROCESS
RUNNING ON.YOUR MACHINE S



—— What is kubernetes anyways?

Kubernetes cluster

oooooooooo

Development

s

nOD




—— Kubernetes primitives

= Service

= Deployment
= Pod

= StatefulSet

=  Configmap

= Secret

Service

Pod

=  Many more

Deployment:

Spec:

-1 Replicas: 3

Containers:

Container 2




Kubernetes Components



—— Kubernetes components

Control Plane Components
= kube-apiserver Kubernetes cluster
= etcd

- kube-scheduler @ @ @ @ @

=  kube-controller
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Node Components
= kube-proxy
= kubelet

= container runtime

Nodes




Kubernetes most
common attack
technigues




Threat matrix for Kubernetes

https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/

Initial Access Persistence Privilege Defense Credential Discovery Lateral

Escalation Evasion Access Movement

Using Cloud Exec into Backdoor Privileged Clear container Access the KBS Access cloud
credentials container container container logs List K8S secrets APl server resources Data Destruction
Compromised bash/cmd inside Writable Cluster-admin Delete K85 Mount service  Access Kubelet Container service Resource
images in registry container hostPath mount binding events principal API account Hijacking
Kubernetes Pod / container Access container Network Cluster internal
Kubeconfig file  New container CronJob hostPath mount name similarity service account mapping networking  Denial of service
Applications Applications
credentials in Access credentials in
Application Application Access cloud Connect from configuration Kubernetes configuration
vulnerability exploit (RCE) resources Proxy server files dashboard files
SSH server Writable volume
Exposed running inside Instance mounts on the
Dashboard container Metadata API host
Access
Kubernetes
dashboard
Access tiller

endpoint



—— Updated threat matrix for Kubernetes

https://www.microsoft.com/security/blog/2021/03/23/secure-containerized-environme
nts-with-updated-threat-matrix-for-kubernetes/

Exccition Persistence Privilege Defense Credential Discove Lateral
Initial Access Escalation Evasion Access L Movement Collection

Using Clpud Exec into Backd_oor annle_ged Clear container List K8S secrets Access the K8S Access cloud In!ages fro.m Bl Dith Destruction
credentials container container container logs API server resources private registry
Compromised  bash/cmd inside Writable hostPath ~ Cluster-admin Mount service Access Kubelet  Container service Resource
. 5 3 2 RE Delete K8S events e s
images in registry container mount binding principal API account Hijacking

Kubeconfig file ~ New container Kubenetes hostPath mount fad/ Il e ol e Ntk mapping ity |nt§rna[ Denial of service
CronJob name similarity ~ service account networking
o o 5 Malicious Applications Applications
Application  Application exploit B Access cloud Connect from e Access Kubernetes S
vulnerability (RCE) ST resources Proxy server cn_edentl_als i dashboard cn_edentl_als i
controller configuration files configuration files
SSH server Access Writable volume
running inside T:::tsi;gd InstanceAI'\)/:etadala mounts on the
container : host
credential
Exposed Sidecar Malicious
sensitive injection admission
interfaces controller

CoreDNS
poisoning

= New technique

ARP poisoning

- = Deprecated technique and IP spoofing



—— Initial Access

-3

Using cloud credentials Amazon EKS

=  Compromised images and registry

= Kubeconfig file
= Application Vulnerability

=  Exposed sensitive interfaces



—— Using cloud credentials

aws )

3 ) DigitalOcean

AAzu re

Google Cloud



—— Compromised registry and images

JFrog

+ Supply Chain Attacks ~ ARTIFACTORY

=  Vulnerable dependencies on images




—— Kubeconfig file - Hunting for .kube/config

C O @& rawgithubusercontent.com/cockpit-project/! 196 892e9d5229b2dbd5463218e0a63beacfd /test/verify/files/ openshift. kubeconfig O certficate-authority-data: LSO Pl Tequesial (saheal ik ainisee M 15 v
apiversion: v1
clusters
= cluster

ificate-authority ositories 60 code results Sort: Best match »
LSD!LSICRUdJTlaDRvJUSIJZJQDFURSBtLSB((k]JSUMZakNDQwRLZDFSSUJBZBICQVRBTkJnaBFoa2lHOxchkFRcGZBREFtTVNRdOlanRwUVFEREJOdeHVnLIKVzJochuUXR]meuvmlwevF
UREQnR2YdlidiMyaHBabLFOY2)5bnJ VL RREUTORNNE 1UUTBOVGH3CndnRWLNGTBHOLIXRLNY NEUUVCQVF VQUEGSUJEQOF Z2dFSOFVSUJBUURNL2GEDFNNZNEXK3NZHUNNDTZUZE YKOEVS
HPTYoI RYSTFsZ0t 1RTBneFZaaHIhCKFTNHIYRjRxd LWRKhJQ3VtVy9nYUFYYnJ La U
1d1hnZ0JIMIVyUGSS TCOKK UUR] Tmx0c2hxNEt tUnO rUGt6RG1XTUXNCXM1ZZRKCKFNTU. 193UUVBAOLDCERBUEINT Y} B vermegilautomate-priva
NwAdmlSVUbelBOYW\/BUJtMagpPUKVkSTNGZlFuUDZleNFEJ\1em9VM\ngsza]EVTHMRmpGMUvZEd]VmsSYXdQ(leSVIybnM4OUxNT0FBCnZkVXhSRWpXVWJUU]MBerImelc\/RzeDF s 0
GJjckx4cnl5U; d RFZ3MURWS2I4WD. Ywp6ZkpBYULHbXLkVTK1RkMWRTYZzalZhRy91RWZudFBhZjdBR3hjLzZXaHF3Z1RhZmk50UxubUk rMmY4ZCtSZ1M4CjAzelFONmh3ajhpf

server: https://10.111.112.101:8443
: 10-111-112-101:8443

cluster: 10-111-112-101:8443
user: scruffy/10-111-112-101:8443
name: /10-111-112-101:8443/scruffy

Package certificate-authority-data: L . s is bases4 encoded certificate data
- context: : r the cluster)

cluster: 10-111-112-101:8443

namespace: default Marketplace

user: system:admin/10-111-112-101:8443 -
name: default/10-111-112-101:8443/system:adnin Topi e K
- context:
cluster: 10-111-112-101:8443 server
namespace: marmalade

r

https://xstofaks-79f2f498. hcp.westeurope. azmk

Wikis 3 ;
user: scruffy/10-111-112-101:8:

443
name: marmalade/10-111-112-101:8443/scruffy o
5 ConEet: Users
cluster: 10-111-112-101:8443
namespace: pizzazz
user: scruffy/10-111-112-101:8443
name: pizzazz/10-111-112-101:8443/scruffy Languages
current-context: default/10-111-112-101:8443/system:adnin ErvUer-0IRttns //ubah e
kind: Config %
preferences: {} certificate-authority-data s 0 JoekNDQ!
- mame: seruffy/10-111-112-101:8443 orcohL , UexdcQTB KObONOTGPLNESVAQD
token: RmIpZMnguJMVSBDNxdeUkZMIXJpKZ]ntquByfrs 9 S
- name: system:admin/10-111-112-101:844

n kube1-ubsbonita"
user:
ent-certificate-data:
LSOtLS1CRUAITiBDRVIUSUZIQOFURSOLSOCk1 F35UJBZ01CQORBTkIna3Foa2 HOXcwQkFRCOZBREF t TVNRAOnWURWUVFERE JOAmNHVNUKY 2 JocF puUXR j MmxuYm1weVF]
UtFeFZ6ZVhOMFpXMDZZMngxY 0! wrklRTvREsEAleNsbGJUcGhaRzFmepDneFTsxdEuleszgaSthvmsauuvcolFBRGanvBBRENDovFvozanuIKQulz

cazGsY kvdTRjMOYSUUFBNZJ1T3dhTGLIRj FWNZZDYZNyS1ILL2NidGs 3ChNNMWFDAZzIHK3pNCOLj TOStWULj dj TDZFR) TvOWZDZXN3bU
h2dDJ. mYnFyl jMn VreTZMRTEWDFZMGFqthadkEDbmdoaVMFNthc]hBM)QXWllDT)?BCkNvTFI YwaU820EFHU2] j
b1pJaHz] TkFRRUXCUUFEZ2dFQgpBSE10MDIOW) FyRG1BeWFyV2g JKQLU 1PRWINTOCS: nJvS]h]dzBBZ3gZM1JDUTVCREJGZ]RCRCt
VNmOHN]TUxFMwVwZSdnKONhMHp1bZY5Tk5neXMyTXVEOQpLaGJwSTVyUmszTUdCNZlGTwOvKZtUUBlnUmdPwkhkWVMaO'LPWnhDOStZwazNqucGFOUnFWRJhaKleaZpOC]NZUEJPOBDIVBB
gGMzVSVHMQUG(LSBlRUSEIENFUIRJRleOVRFLSDtLSD
ent-key-dat

LSDtLS1CRUdJT1BSUGEgUFJJVKFURSBLRthLSB(LOpNSUchEFJU N2WXNGK: QkFIZEM3Qj dsU255cXFoRkorZUluzCtJCnRNMWRpHV12aXZDWk7]
OXEWWI3TX13aHcOML pnaHpnQXZKdzdYdHd2b1FYYis: 1dnREDG. jhheldQOVYyKetNWk 1DUKSTbVhda2RHdUxyeEpsWTARVE] 1RUS3ZLVAVFK3)
dEY]lathJMthSZd@ZZJhNCQxR)SWFNJNZJBDVpKdeJREFROUJBbOlCOVFDTX\/rNXnanl]b]JGNkaV]dVMOQxN\/JOUGdvTDRdeZXNwhVNleevoYOhUeUlEMBITRTdDRwthnNzeXhD

d3aj ZXOV. TcmNLLZIRSTNFYTULci9Yind] cOkvaThFULpFbnJOUET E2VDFWM2LXYKFi OU3F4ZEBWQWtSNLOU; s1c RSOELSOCK1ISUIDRENDQ
UKT4ZTL6NnMxZUNi TXg2NnF TemQUWFMKYULoak5vZWhBbodCQUIaYKRTUWI SMOVZMHN UNh3CHpNYWL FN3AGV  NFMFUNY@VWdKpPNmZKNZVHHMZN1 Zn 1Uego1MUgzcnd rbG9ZemS TSFRhcVUy ZUHY
zFSZlRZaOQPbO!lehnb]lﬁpoMUMQSOmVDbHOIOWQHOkFPSFUKLBErRSB!OEFZUGovKOllVTZhRXNZVnNkSUchzVOMlhnMJBGSDlu\/XhMMwJOMn!wachSlRPangvSl\/ﬁVTBtdwaSDh]V]Rn AT e : N A TYIYIaNd]| s
NTTVgyNUZj TGhyVVJaR01vZVorT2RkaldWS3ZBbOdCQULTTERQNWRAZVMOWUL 2p3vmcu1p3c IRDWnNrazF]hdewaEVUwZVmSYN]hGM)QOUlMANDVYVina Dack e i el BS

pCmeNnFlep@MEJPZanauJFQWpJUmHWkaRBFH EbUZ6Wj T2Vm 2xaMUVLRKOrS2F:

alEx CMRNbOZ4REVDZ11CYKL dENFU)hHQVoreVlnNXNlVXFkOkIvNUtleFLMWgySDVGbldhaFkvﬂZchm15SﬂpqdlIyek\/TVW\sUlVHUHJumtNZktRR(t e al-clust "
1JBR1NymNnvukaumuRanVnchaozLsmLquR(BSuDEgUFJJkauRSBLRvktLSBtLQ i

29rZUtBd 1pkCi0tLSOtRUSETENFUTRIRK LDQUR




—— Application vulnerabilities

OWASP Top 10
SQLi

RCE

Command injection

Etc



—— Exposed sensitive interfaces




—— Execution - Running code inside the cluster

- Application exploit (RCE) Pod

Main container

= SSH server running inside container 9000

Sidecar container

=  Execinto container :9001

=  New container

= Sidecar Injection



— Execution - Exec into the container

attacker ="kubectl exec -it @

\ curl -v -k http://app2...
curl -v -k http://app3...




—— Execution - Deploying new containers

L4

L4
L4

L4
kubectl run -i --tty busybox --image=busybbx:1.28
L4

attacker

-
-
-
-
-
-
-
------
--
---

pod deployed
pod deployed



—— Execution - Sidecar Injection

kubectl patch

attacker

kube-apiserver

-
-
-
-
-
-
-
--“
-
-
-
-




—— Persistence

= Backdoor container
=  Kubernetes CronJob

=  Writable hostPath mount

Deployment:
Spec:

Replicas: 3
Containers

- helloworld/app

=  Malicious admission controller

Admission
controller

Deployment:
Spec:
Replicas: 3

Containers
- helloworld/app

- malicious/app;



Persistence - Writable hostPath mount

attacker

)
N, -
I\ ® .___-
\ ~o =
v ks --
- -
I R L
s \
2
/

Ivariwww/html

*
*
attacker

kube-apiserver

letc/crontab ~/.ssh/authorized_keys




—— Persistence - Malicious admission controller

legitimate user p=———kubectlapply -f

kube-apiserver

Malicious admission
controller



—— Privilege Escalation

K8S Cluster takeover

=  HostPath mount
= Access cloud resources

= Privileged container

= Cluster-admin binding

App exposed to the
Internet



—— Privilege Escalation - Privileged container

»  Duffie Cooley ~ ~ o
;’ @mauilion

kubectl run rOOt --restart=Never -ti --rm --image lol --
overrides '{"spec":{"hostPID": true, "containers":
[{"name":"1","image":"alpine","command":["nsenter","-
-mount=/proc/1/ns/mnt","--"," /bin/bash"],"stdin":
true,"tty":true,"securityContext":{"privileged":true}}1}}'

12:27 PM - May 17, 2019 - Twitter Web Client



—— Privileged container - A container that doesn't
contain anything /kbl\

attacker

kube-apiserver

privileged
container

--.
--- -..
- -
- -
- ~
- -
- o
- ~ -
- = < -
- -
= -
* -
- .
- ..
»? .

pid namespace network ns fs namespace
node node node




—— Privilege Escalation - Cluster-admin binding

attacker 3

kube-aposerver

Cluster-admin privileged

/var/run/secrets/kubernetes.io/serviceaccount/token




—— Defense Evasion

= Clear container logs
= Delete Kubernetes events
=  Pod/ Container name similarity

= Connect from Proxy server

NAMESPACE
kube-system
Kube-system

kube-system
kube-system
kube-system
kube-system

coredns-74ff55c5b-92z
coredns—74ff55c5b—pt
etcd-aerith-cluster-
kindnet-4ro6v7
kindnet-9x9bm
kindnet-b7h82




—— Credential Access

= List Kubernetes secrets

(pOp
= Mount Service Principal TIpTpTIp
il Juil

=  Access container service account el e C g CER TV T g (- Lot e 10 1 4 (o] ;T3

= Applications credentials in configuration files

= Access managed identity credential @ @

. L Amazon EKS
=  Malicious admission controller



—— Discovery

Access the Kubernetes API server
Access Kubelet API

Network mapping

Access Kubernetes dashboard

Instance Metadata API



— Lateral Movement

= Access cloud resources

= Container service account

= Cluster internal networking
= Applications credentials in configuration files
= Writable volume mounts on the host

=  CoreDNS poisoning



Collection

Images from private registry

docker

vl

: Secret

regcred

: eyJodHRwczovL21luZGV4L ...
: kubernetes.io/dockerconfigjson

B Wil

: Pod

: private-reg

: private-reg-container
: <your-private-image>

: regcred

JOQUL6RTIifX0=




—— Impact

Data destruction
Resource Hijacking

Denial of service

NOT

{ THIS IS FINE.




Kubernetes build-in
defences



Security Context for Pods



—— Set the security context for a Pod

= allowPrivilegeEscalation 2 ind:z Pod -

- capabilities ' : security-context-demo

= privileged '3 s

= runAsGroup ot 000

= runAsNonRoot 11 : sec-ctx-vol

= runAsUser o =

- seLinuxOptions 02 T s, "-ct, "steep 1 |
= seccompProfile 18 : sec-ctx-vol

: /data/demo

= etc




Network Policies



— Network Policies

£ flannel




— Network Policies

: networking.k8s.io/v1
: NetworkPolicy default
: %est—network—policy
1 default POd
Pod role: frontend
— Ingress ' rOIe: db
= Egress
: 5978
] :-172.17.0.0/16
= 172.i7.1.0/24 8080
ctors 5978
myproject pro
A fror'1tend 6379
Pod
project:
10.0.0.0/24 myproject
172.17.0.1




Pod Security Policies



—— Pod Security Policies + RBAC

PodSecurityPolicy
ClusterRole
ClusterRoleBinding
Role

RoleBinding



Protect cluster against malicious pods

PodSecurityPolicy ClusterRole ClusterRoleBinding

: policy/vilbetal : ClusterRole : ClusterRoleBinding
: PodSecurityPolicy : rbac.authorization.k8s.io/v1l : rbac.authorization.k8s.io/v1l

: restrictive : psp-restrictive : psp-default

: : Group
extensions : system:serviceaccounts
: kube-system
podsecuritypolicies .
eNames < : ClusterRole
restrictive : psp-restrictive
- : : rbac.authorization.k8s.io
¢ RunAsAny use

¢ RunAsAny
: RunAsAny

: RunAsAny




—— Protect cluster against malicious pods

ClusterRoleBInding
psp-default

psp-restrictive
> System:serviceaccounts

PodSecurityPolicy

Cluster Role

Group

restrictive




Protect cluster against malicious pods

d: Deployment Controlled By:

Deployment/nginx—hostnetwork-deployment

18 Replicas: @ current / 1 desired
nginx-hostnetwork-deployment Pods Status: © Running / © Waiting / © Succeeded / 0 Failed
)ace: default Pod Template:
. Labels: app=nginx
pp: nginx pod-template-hash=597c4cff45
Containers:
1 nginx:
Image: nginx:1.15.4
o]s: Port: <none>
p: nginx Host Port: <none>
‘Tar Environment: <none>
ad: . Mounts: <none>
labels: Volumes: <none>
\pp: nginx Conditions:
o Type Status Reason
;h,‘f,! néinx ReplicaFailure True FailedCreate
. . . , Events:
SO e Type Reason Age From Message

tr

Warning FailedCreate 13s (x13 over 33s) replicaset-controller Error creating: pods "ng
inx—-hostnetwork-deployment-597c4cff45-" is forbidden: unable to validate against any pod sec
urity policy: [spec.securityContext.hostNetwork: Invalid value: true: Host network is not al
lowed to be used]




—— Policy for pods in kube-system namespace with
RoleBinding

RoleBinding

kube-system/psp-permissive

I\

psp-permissive .
serviceAccount

- daemon-set-controller
- replicaset-controller
- job-controller

POUSECUMYRGlicY: | R i S :

allow all




Open Policy Agent



—— Open Policy Agent

OPA Gatekeeper: Policy and Governance for Kubernetes

= https://www.openpolicyagent.org/

=  Admission controller

= Validation

= Mutation (to be implemented)


https://www.openpolicyagent.org/

Audit Log



—— Audit Log

3
What happened? y \/< Fa lco
When did it happened?
Who initiated it? T
On what did it happen? Logstash

Where was it observed?

From where was it initiated?



—— Summary

= Don't deploy images from untrusted sources in your cluster

= Trynot to store sensitive data on K8S secrets, instead use something like
kube-seal or and external KMS to manage secrets

= Choose CNI plugin that supports network policies and limit
communication between your pod/services

= Never use cluster-admin the ClusterRole sa in your applications

. Definest PodS i Dolicies £ hof ces—princivteof
leastprivilege-Use OPA to enforce policies in your cluster

= Enable Audit Log for you cluster



Bonus: Kubernetes
ocal CTF Challenge




—— Bonus: Kubernetes local CTF Challenge

Requirements
https://docs.docker.com/get-docker/ (docker)
https://kubernetes.io/docs/tasks/tools/ (kubectl)
https://kind.sigs.k8s.io/ (kind)
https://kustomize.io/ (kustomize)



https://docs.docker.com/get-docker/
https://kubernetes.io/docs/tasks/tools/
https://kind.sigs.k8s.io/
https://kustomize.io/

—— Bonus: Kubernetes local CTF Challenge

Create local Kubernetes cluster
kind create cluster

Deploy the challenge
git clone https://github.com/Alevsk/dvka.git
cd ./dvka/lab-1
kustomize build k8s/base | kubectl apply -f -
kubectl port-forward svc/nft-store 8080:8080 -n lab-1



https://github.com/Alevsk/dvka.git

Lab 1: NFT Museum

0O localhost

JoN
@,Unfold HOME NFTS RESET  $0

C
il

WELCOME TO THE FIRST

NFT MUSEUM

We sell and buy your precious NFTs

BUY NFT




—— Resources used during this presentation

= https://www.redhat.com/en/blog/openshift-and-kubernetes-whats-differ
ence

= https://www.microsoft.com/security/blog/2021/03/23/secure-containeri
zed-environments-with-updated-threat-matrix-for-kubernetes/

= https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kub
ernetes/

= https://blog.aquasec.com/kubernetes-security-pod-escape-log-mounts

= https://www.parsons.com/2020/08/kubernetes-security-embracing-built-
in-primitives-for-more-secure-environments/

= https://kubernetes.io/docs/tasks/configure-pod-container/security-conte
xt/



https://www.redhat.com/en/blog/openshift-and-kubernetes-whats-difference
https://www.redhat.com/en/blog/openshift-and-kubernetes-whats-difference
https://www.microsoft.com/security/blog/2021/03/23/secure-containerized-environments-with-updated-threat-matrix-for-kubernetes/
https://www.microsoft.com/security/blog/2021/03/23/secure-containerized-environments-with-updated-threat-matrix-for-kubernetes/
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
https://blog.aquasec.com/kubernetes-security-pod-escape-log-mounts
https://www.parsons.com/2020/08/kubernetes-security-embracing-built-in-primitives-for-more-secure-environments/
https://www.parsons.com/2020/08/kubernetes-security-embracing-built-in-primitives-for-more-secure-environments/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/policy/pod-security-policy/
https://www.youtube.com/watch?v=zkTsj-5o5YI

Thanks
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