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Main goal
Understand the Containers Networking setup process during the 
creation of Pods in Kubernetes

References:
• https://www.altoros.com/blog/kubernetes-networking-writing-your-own-simple-cni-plug-in-with-bash/ 

• https://www.tkng.io/cni/ 

• https://sookocheff.com/post/kubernetes/understanding-kubernetes-networking-model/ 

https://www.altoros.com/blog/kubernetes-networking-writing-your-own-simple-cni-plug-in-with-bash/
https://www.tkng.io/cni/
https://sookocheff.com/post/kubernetes/understanding-kubernetes-networking-model/


Kubernetes (K8s) is an 
open-source system for 
automating deployment, 
scaling, and management 
of containerized 
applications.



Kubelet’s component 
architecture

https://www.sobyte.net/post/2022-03/kubelet-pod-creation-workflow/ 

1. Kubelet API
2. syncLoop layer (

https://github.com/kubernetes/kubernetes/blob/
v1.24.2/pkg/kubelet/kubelet.go#L1980-L2025
 )
• PLEG
• cAdvisor
• PodWorkers
• OOMWatcher
• Container GC
• Image GC
• Managers

3. Container Runtime Interface

https://www.sobyte.net/post/2022-03/kubelet-pod-creation-workflow/
https://github.com/kubernetes/kubernetes/blob/v1.24.2/pkg/kubelet/kubelet.go#L1980-L2025
https://github.com/kubernetes/kubernetes/blob/v1.24.2/pkg/kubelet/kubelet.go#L1980-L2025


Kubelet 
workflow

Syncs the running pod into the desired pod.

1. Compute sandbox and container changes
2. Kill pod sandbox if necessary
3. Kill any containers that should not be running

4. Create sandbox if necessary
5. Create ephemeral containers
6. Create init containers
7. Create normal containers

https://github.com/kubernetes/kubernetes/blob/v1.24.2/pkg/kubelet/kuberuntime/kuberuntime_manager.go#L800 

RunKubelet() Kubelet.RunOnce() ContainerRuntime.SyncPod() RuntimeService.RunPodSandbox()

https://github.com/kubernetes/kubernetes/blob/v1.24.2/pkg/kubelet/kuberuntime/kuberuntime_manager.go#L800


ContainerD 
workflow

RunPodSandbox() criService.setupPodNetwork() go-CNI.Setup()

https://github.com/containerd/containerd/blob/v1.6.6/pkg/cri/server/sandbox_run.go#L59-L359 

https://github.com/containerd/containerd/blob/v1.6.6/pkg/cri/server/sandbox_run.go#L376-L405 

https://github.com/containerd/go-cni/blob/main/cni.go#L154-L168 

cni.AddNetworkList()

https://github.com/containernetworking/cni/blob/v1.1.1/libcni/api.go#L417-L433 

CRI-O workflow

RunPodSandbox() server.networkStart() ocicni.SetUpPodWithContext()

https://github.com/cri-o/cri-o/blob/v1.24.1/server/sandbox_run.go#L65-L69 

https://github.com/cri-o/cri-o/blob/v1.24.1/server/sandbox_network.go#L22-L129 

https://github.com/cri-o/ocicni/blob/v0.4.0/pkg/ocicni/ocicni.go#L539-L574 

cni.AddNetworkList()

https://github.com/containernetworking/cni/blob/v1.1.1/libcni/api.go#L417-L433 

https://github.com/containerd/containerd/blob/v1.6.6/pkg/cri/server/sandbox_run.go#L59-L359
https://github.com/containerd/containerd/blob/v1.6.6/pkg/cri/server/sandbox_run.go#L376-L405
https://github.com/containerd/go-cni/blob/main/cni.go#L154-L168
https://github.com/containernetworking/cni/blob/v1.1.1/libcni/api.go#L417-L433
https://github.com/cri-o/cri-o/blob/v1.24.1/server/sandbox_run.go#L65-L69
https://github.com/cri-o/cri-o/blob/v1.24.1/server/sandbox_network.go#L22-L129
https://github.com/cri-o/ocicni/blob/v0.4.0/pkg/ocicni/ocicni.go#L539-L574
https://github.com/containernetworking/cni/blob/v1.1.1/libcni/api.go#L417-L433
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https://github.com/cncf/artwork 

CNI (Container Network Interface), 
a Cloud Native Computing 
Foundation project, consists of a 
specification and libraries for 
writing plugins to configure 
network interfaces in Linux 
containers, along with a number of 
supported plugins. CNI concerns 
itself only with network 
connectivity of containers 
and removing allocated resources 
when the container is deleted.

https://github.com/cncf/artwork
https://cncf.io/


https://www.cni.dev/docs/spec/#add-add-container-to-network-or-apply-modifications 

https://www.cni.dev/docs/spec/#add-add-container-to-network-or-apply-modifications


CNI plugins Ecosystem

https://github.com/cncf/artwork 

https://github.com/cncf/artwork


CNI plugin written in BASH
https://github.com/electrocucaracha/k8s-NetworkingDeepDive-demo/tree/master/bash 

https://github.com/electrocucaracha/k8s-NetworkingDeepDive-demo/tree/master/bash


Setu
p

Bridge
A bridge behaves like a network switch. It 
forwards packets between interfaces that 
are connected to it. It's usually used for 
forwarding packets on routers, on gateways, 
or between VMs and network namespaces 
on a host.

k8s-control-plane

eth0

lo

cni0

kube-ipvs0

127.0.0.1/8 

172.80.1.2/24

10.96.0.1/32

10.244.0.1/24



Demo(ContainerD
)







tmpCEE8 vethCEE8

VETH
The VETH (virtual Ethernet) 
device is a local Ethernet tunnel. 
Devices are created in pairs, 
packets transmitted on one 
device in the pair are 
immediately received on the 
other device. These 2 devices can 
be imagined as being connected 
by a network cable.



k8s-control-plane

cni0

10.244.0.1/24

tmpCEE8

vethCEE8 veth0932 veth7ECA vethE51C



k8s-control-plane

cni0

10.244.0.1/24

vethCEE8

CNI_CONTAINERID=130d9e

tmpCEE8



k8s-control-plane

cni0

10.244.0.1/24

vethCEE8

CNI_CONTAINERID=130d9e

eth0

10.244.0.5/24





Is that related 
with Neutron?



https://docs.openstack
.org/operations-guide/
ops-network-troublesh
ooting.html#visualizing
-openstack-networking
-service-traffic-in-the-cl
oud
 

https://docs.openstack.org/operations-guide/ops-network-troubleshooting.html#visualizing-openstack-networking-service-traffic-in-the-cloud
https://docs.openstack.org/operations-guide/ops-network-troubleshooting.html#visualizing-openstack-networking-service-traffic-in-the-cloud
https://docs.openstack.org/operations-guide/ops-network-troubleshooting.html#visualizing-openstack-networking-service-traffic-in-the-cloud
https://docs.openstack.org/operations-guide/ops-network-troubleshooting.html#visualizing-openstack-networking-service-traffic-in-the-cloud
https://docs.openstack.org/operations-guide/ops-network-troubleshooting.html#visualizing-openstack-networking-service-traffic-in-the-cloud
https://docs.openstack.org/operations-guide/ops-network-troubleshooting.html#visualizing-openstack-networking-service-traffic-in-the-cloud
https://docs.openstack.org/operations-guide/ops-network-troubleshooting.html#visualizing-openstack-networking-service-traffic-in-the-cloud


https://www.eficode.com/blog/debugging-kubernetes-networking 

Double-tunneling 
will have negative impact on 
data-plane performance 
(e.g. Kubernetes ‘flannel’ 
tunnel encapsulated in 
OpenStack ‘vxlan’ tunnel 
when running Kubernetes 
on top of OpenStack).

https://www.eficode.com/blog/debugging-kubernetes-networking


https://docs.openstack.org/kuryr-kubernetes/latest/
https://superuser.openstack.org/articles/networking-kubernetes-kuryr/ 

https://docs.openstack.org/kuryr-kubernetes/latest/
https://superuser.openstack.org/articles/networking-kubernetes-kuryr/


Thanks/Gracias
@electrocucaracha
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